LOKYMEHT NOAMMCAH 3N1EKTPOHHOW NOAMUCHIO
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COI'JTACOBAHO YTBEPXJIEHO
3amecTtutens aupekropa no HMP MIPUKA30M IIKOJIbI- UHTepHaTa Ne 19
O.B. benozeposa OAO «PXI» or 31.09.21 Ne144

HHCTPYKLIUSA

AJIs1 00y4aIOIIMXCH M0 KOMIIBIOTEPHOI 0€30IacCHOCTH
npu padore B cetu UHTepHer

1. OO0mme moJrokeHus

1.1. Hacrosimas MHCTPYKLMsS YCTaHABIMBAET MOPSJIOK JeHcTBUN oOydwaromuxcs mpu pabore c
pecypcaMu u cepBucamu cetu HTepHET.

1.2. O3HakoMmJIeHHE C MHCTPYKLHUEH U ee coOirofeHue o0s3aTenabHbl JUIsl BceX o0ydaromuxcs B
IIKOJIe-WHTEepHATE, IOIYCKAaeMbIX K padoTe C pecypcaMu U cepBUcaMu ceTH MHTepHeT.

1.3. JocTtyn Kk MH(GOPMALIMOHHBIM pecypcaM, HECOBMECTHMBIM C LIEJIIMHU U 3aJladyaMi 00pa30BaHus
Y BOCITUTAHUS O0YYArOIINXCS B IIKOJIe-WHTEPHATE, 3aIPEIIaeTCs.

1.4. Ilpu ucnonb3oBanuu cetu MHTEpHET 00ydarOMMCs MPEIOCTABIAETCS AOCTYI TOJIBKO K TEM
pecypcaM, COAEp)KaHUE KOTOPBIX HE MPOTHUBOPEUYUT 3aKOHOAATENILCTBY Poccuiickoit ®enepaunu u
KOTOpPbIE UMEIOT MPSAMOE OTHOLIECHHE K 00pa30BaTeIbHOMY IIpOLIECCy.

1.5. [Ipu ucToNb30BaHUM PECYPCOB CETH O0SI3aTEIBHBIM SBISIETCS COOJIIOJICHHE 3aKOHOIATEIhCTBA
00 MHTEJJIEKTYaIbHbIX MpaBaX U HHOTO MIPUMEHUMOI0 3aKOHOJaTeIbCTBA.

1.6. HUcnonw3oBanue pecypcoB cetn HHTEpHET OOYYalONIMMHCS OCYHIECTBISETCS B IENAX
00pa3oBaTeNbpHOrO Mpoliecca.

1.7. OO6yuarommecs MOryTr O€cIJIaTHO MOJb30BaThCS JOCTYNOM K IoOanbHbiM HHTEpHEeT-
pecypcaM TOJIBKO TIpH IOJyYEHHM pa3pelIeHuss OTBETCTBEHHOTO 3a OpraHu3aluio padoThl CeTH
HNuTepner.

1.8. K pabGore B ceru HHTepHeT nomyckaroTcss oOydarolluecs, MPOLIeIIINe HHCTPYKTaX |
oOs3aBIIKecs coOII0AaTh MpaBuiIa paboThlI.

1.9. O6yyaromemycs (1OJIb30BATENIO) 3aNPEIIACTCS:

W [IOCEUaTh CAaWThI, COAEPIKaHUE W TEMAaTHKa KOTOPHIX HEJOMYCTHUMBI JUISI HECOBEPUICHHOJIETHUX H
() HapymarT 3akoHoJaTenbcTBO Poccuiickoit @enepauuu (mopHorpadus, 3poTHKaA, MpornaraHia
HACHJTUS, TEPPOPU3MA, TIOTUTUIECKOTO M PEITMTHO3HOTO KCTPEMH3Ma, HAIMOHAIBHOM, PACOBOW U T.II.
PO3HHU, MHBIE PECYPCHI CX0XKEN HANpaBIEHHOCTH);

W 3arpy’KaTh M PaclpOCTPaHSATh MaTePHAaJIbl, COJCPIKAIINE BUPYCHI HITH IPYTHE KOMITBIOTEPHBIE KOJIbI,
¢aiinel WM TporpaMMel, MpeAHAa3HAYCHHbIE AJIi HApYILICHUs, YHUUYTOXEHHMsS MO0 OrpaHUYEeHUs
(GYHKIIMOHATHLHOCTH JTFOOOTO KOMIBIOTEPHOTO HIIM TEICKOMMYHHUKAIIMOHHOTO OOOpYIOBaHUS WU
porpamMm, JJisi OCYLIECTBIICHHS HECAHKIMOHUPOBAHHOTO JIOCTYyIa, a TaKXKe CepUilHble HOMepa K
KOMMEPYECKHM TPOTPaMMHBIM TPOIYKTaM M MPOTpaMMBI JUIsl WX T€HEpaluH, JIOTHHBI, Tapoid U
IpoYre CpeJCTBa JAJS MOJYyYeHHs HECaHKLIMOHMPOBAHHOIO JIOCTYyNa K IUIATHBIM pecypcaM B CETH
WuTepHer, a Takke pa3MelleHre CChUIOK Ha BBINIE YKa3aHHYI0 HH()OpMAITHIO;

W 3arpy)XaTb M 3alyCKaTh HCHOJHsSEeMble JTUOO WHBbIe (ailiabpl 0e3 MperBapUTENbHOM MPOBEPKH Ha
HAJIMYHE BUPYCOB YCTAaHOBJICHHBIM aHTHBHPYCHBIM MAKETOM;

W PacHpOoCTPAHATH HHPOPMALUIO, TOPOYAILYIO YECTh U JOCTOMHCTBO JAPYIHX O0YYarOLINXCS,



m pabotaTth ¢ OOBEMHBIMH pecypcaMu (BUAEO, ayAuo, 4YaT, ¢oro) Oe3 COriacoBaHHsS C JIUIOM,
Ha3HAYEHHBIM OTBETCTBEHHBIM 32 OPTaHU3alMI0 paboThl B ceTu MHTEepHeT.

1.10. O6yuatoruecs (MOIb30BATENN) HECYT OTBETCTBEHHOCTb:
W 32 COJIEp’KaHME MepeaaBaeMoi, IPUHUMAEMOU | reuaTaeMoi HHpopMaIuu;
B 3a HaHeceHwe JroOoro ymepda oOopymoBaHWIO (ITOpYa KMMYIIECTBA, BBIBOJ OOOPYIOBaHUS W3
pabouyero COCTOSHUSA). TMOJB30BaTelb (€ro pOAUTENH (3aKOHHBIC TPEJICTABUTENIM) HECEeT
MaTepUaIbHYI0 OTBETCTBEHHOCTh B COOTBETCTBUU C 3aKOHOIATEIILCTBOM;

1.11. OGyuarommiics (1MOIB30BaTEIb) UMEET MIPABO:
m paboTath B ceTH VIHTEpHET B TCUCHHE MTEPHO/Ia BPEMEHU;
B COXPAaHSTH MOJIyYeHHYI0 HHGOPMAIUIO HAa CbeMHOM nucke (auckere, CD, drnemi-nakonurene).
4. JleficTBHs BO BHEIITATHBIX CUTYAIIMIX

1.12. Tlpu yrtpate (B TOM 4YHCIIE YaCTHYHO) MOAKIIOUEHHUS K ceTH MHTepHET oO0ydaromuiics,
OOHAPYKUBIIMKA HEUCTPABHOCTH, JTOJDKEH COOOIMUTH 00 3TOM OTBETCTBEHHOMY 3a OpPraHHU3aIUIo
MOJKIIIOUEHUS K ceTH MHTepHeT (TeXHUKY-TIPOrPaMMUCTY HIKOJIBI-UHTEPHATA).

1.13. C nenbto obecredeHus] KOMITBIOTEPHOM 0€30TaCHOCTH MOJIh30BaTENb 00s3aH:
m beITh KpailiHE OCTOPOXXHBIM TIPHU PAbOTE C SJIEKTPOHHOW IMOYTOW. 3ampemaeTcs OTKPHIBATh
MIPUCOSANHECHHBIE K TMChMaM, TTOJyYEHHBIM OT HE3HAKOMBIX U], (ailiibl;
m He mocemars T.H. «Xakepckue», MOPHO- M ApPyrUe CalThl ¢ MOTEHLIHUAIbHO BPEIOHOCHBIM
coZiep )KaHuEM;
m B o0s3arenbHOM MOpSAKE MPOBEPATH AHTHUBUPYCHBIM IMPOTPAMMHBIM OOECTieueHHuEeM JIH0ObIe
BHEITHUE HOCUTEIIM WHPOPMAITUH TIEpe]] HAYaIOM pabOThI C HUMU;
m [lpu nosiBIeHMHM NPU3HAKOB HECTaHAAPTHOW pabOTHI KOMIIbIOTEpA («TOPMO3HT», Ha SKpaHE
MOSIBIIIIOTCS. M MCUE3aIOT OKHA, COOOIIEHHs, W300paKEHHsI, CAMOCTOSTENIFHO 3aIlyCKaroTCA
IpOrpaMMbl U T.N.) HEeMeJJeHHO OTKJIIOYUTh KOMIIBIOTED OT BHYTPEHHEW CeTH M COOOIIUTH O
BO3HHUKIIIEH TIPOOJIeMe TEXHUKY-TIPOTPAMMUCTY JUIS BBITIOJHEHUSI TIOJTHOW aHTUBUPYCHOW MPOBEPKH
BCEX JIMCKOB KOMITBIOTEPA.

2. WUndopmannoHHas NaMATKA /sl 00y4aromuxcsi

C Kax/pIM roJIoM MOJOJEKH B MHTEPHETE CTAHOBUTCS OOJIbIIIE, a IIKOJbHUKU — OJIHU U3 CaMbIX
aKTHBHBIX IIOJIb30BaTeneil PyHera. Mexay TeMm, MOMHMMO OIPOMHOIO KOJIMYECTBA BO3MOXKHOCTEW,
WuTepHeT HeceT U npobieMbl. DTa MaMsTKa JT0JKHAa TOMOUb TeOe 0€30MacHO HaXOAUTHCS B CETH.

Komnbrorepabie BUpPYyChbl
Komnbilomepnulii  upyc - 53TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTJIMYUTENBHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCA CHOCOOHOCTh K Pa3MHOXKEHHIO. B 0mosHeHne K 3TOMY, BUPYCHI
MOTYT TOBPEIUTh WIM HOJHOCTbIO YHMYTOXHTH Bce (ailibl M JaHHBIE, IOJKOHTPOJIBHBIE
10JIb30BATENI0, OT UMEHU KOTOPOro Obljia 3amylieHa 3apaKeHHasi IporpaMMa, a TaKkKe MOBPEIUTh WIH
Ja’ke YHUYTOXKUTh ONEpallMOHHYI0 CUCTEMY CO BceMH (pailamMu B 1ejoM. B GonbIIMHCTBE ciiyyaeB
pacnpocTpaHsoTcsa BUpychl uepe3 MHTepHer.

MeToabl 32a1IMTHI OT BPEAOHOCHBIX IIPOrPaMM:

1. Ucnonp3yil COBpEMEHHBIE OINEPALMOHHBIE CHUCTEMBI, UMEIOIIHE CEPbE3HbI YPOBEHb 3alIUTHI OT
BPEIOHOCHBIX ITPOTPAMM;

2. IlocrosHHO ycraHaBnuBail maTtud (uUMdpoBBIE  3alIaTKH, KOTOpPbIE  ABTOMATUYECKU
YCTaHABJIMBAIOTCS C LEJbI0 JOPaOTKH MpOrpaMMbl) U Jpyrue OOHOBIEHMs CBOEH oOmeparMoHHON
cuctembl OC). CkaunBail uX TOJBKO ¢ oduiuaibHoro caita paspadorunka OC. Ecnu cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJICHHUS, BKJIIOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE MOJ IpaBaMM I0JIb30BATENs, a HE aJAMHHHCTpaTopa. JTO HeE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTANIUPOBATbC HA TBOEM IE€PCOHAIBHOM
KOMITBIOTEPE;

4. MHcnonp3yll aHTHBUPYCHBIE NPOIpPaMMHBIE MPOAYKTHI HM3BECTHBIX IPOU3BOJUTENEH, C
aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyp puU3HUYECKH JOCTYN K KOMITBIOTEPY [T TOCTOPOHHUX JIMIL;

6. Mcnonp3yit BHelIHME HOCUTENU MH(POpMaluy, Takue Kak (iemika, TUCK Wik ¢ailia u3 MHTepHeTa,
TOJIBKO U3 TPOBEPEHHBIX NCTOYHHUKOB;

7. He oTkphIBail KOMIbIOTEpHBIE (ailyibl, TOTyYEeHHbIE U3 HEHA/IEKHBIX HCTOUYHUKOB. Jlake Te (ailibl,
KOTOpBIE MTPHUCIIai TBOM 3HAKOMBIN. JIydllle yTOUHHM y HETO, OTIIPABIISUI JIM OH HX.



Cern WI-FI
Wi-Fi - 970 He Bu/ Mmepenadn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIbL Open, Mapka. Emte B 1991 roay
HUJIepIIaH/ACcKasg KommaHusi 3apeructpuponana Opens « WECA», uro o0o3Hadano ClIOBOCOYETaHUE
«Wireless Fidelity», KoTOpsbIii mepeBOIUTCS KaK «OeCIpOBOIHASI TOYHOCTHY.
Jlo Hamero BpeMeHH Jouuia apyras abOpeBuaTypa, KOTopas SBJISETCS TAaKOH ke TEXHOJIOTHEH. DTo
a06peBuarypa «Wi-Fi». Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTAaHJAPT BBICIICH 3BYKOBOM
texnuku Hi-Fi, 4to B mepeBose 03HauaeT «BHICOKASt TOUHOCTH.
Jla, GecruiaTHbII HHTEPHET-I0CTYN B Kade, OTesSX U adpornopTax SBISAETCS OTIIMYHOW BO3MOXKHOCTBIO
BbIxosa B uTepHer. Ho MHOrHe 3KCepThl cUMTaloT, 4yTo o0menaocTynHbsie Wi-Fi cetu He sBisIOTCA
0€301MaCHBIMH.

CoBeTsl 110 Ge30nmacHOCTH padoTe B 001meN0CTYNHBIX ceTax Wi-fi
1. He mepenaBaii cBoro auuHyro mHpopMmainuioo yepe3 odmenoctynasie Wi-Fi cetu. Pabortas B HuX,
KeJaTeJIbHO He BBOAUTH MApPOJIH JIOCTYIIA, IOTHHBI M KAKHE-TO HOMEPa;
2. Ucnonb3yit 1 OOHOBIISIIT aHTUBUPYCHBIE MTPOrPaMMbI U OpaHaMayep. TeM caMmbIM Thl 00€30MacHIllb
ce0st OT 3aKa4YKH BUpPYyCa Ha TBOE YCTPOICTBO;
3. Ilpu ucnonszoBannu Wi-Fi otkimroun ¢pyaknuro «O0mui 10CcTy K ¢daiinaM U npuHTepam». Jlannas
(GyHKLHMS 3aKphITa IO YMOJIYAHHUIO, OJIHAKO HEKOTOPHIE MOJIb30BATENIN AaKTUBUPYIOT €€ Ul yA00CTBa
UCIOJIb30BaHUs B paboTe uiH yueoe;
4. He wucnone3yit nyonuuneid Wi-Fi s mepernauu JUYHBIX JaHHBIX, HApUMEp Ui BbIXOJA B
COLIMAJIbHBIEC CETH UITU B 3JIEKTPOHHYIO TOYTY;
5. Wcnomw3yit Tonbko 3amuiieHHoe coenunenue depe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
aznpeca BBoau uMenHo «https://»;
6. B mob6mipHOM Tenedone oTkmoum ¢GyHkiuioo «[loakmouenne k' Wi-Fi aBromarmueckm». He
JIOTMyCKall aBTOMaTUYECKOT0 MOAKIIOUEHUs ycTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CounanbHble ceTH
CoyuanvHuvle cemu aKTUBHO BXOJAST B HAlly XH3Hb, MHOTHE JIOAM pa0bOTalOT M JKUBYT TaM
MOCTOSIHHO, a B Facebook yike 3aperucTpupoBaH MUIUIMAP] YETIOBEK, YTO SIBISETCS OJHOM CeIbMOM
BCEX KUTelled miaHeTsl. MHOTHE MOJIh30BaTeNId HE TOHUMAIOT, YTO MH(OpMAaLKs, pa3MeleHHas: MU
B COLIMAJBHBIX CETSAX, MOXET OBbITh HaiijiecHa W WCIOJNb30BaHA KEM YTrOJHO, B TOM 4YHCIE HE
00s13aTeNIbHO ¢ OJIaTMMH HAMEPEHUSIMH.

OcHOBHbIE COBETHI M0 0€30MACHOCTH B COHATbHBIX CeTAX:
1. Orpannyb criucok apy3eil. Y 1e0s B Apy3bsaX HE TOJKHO OBITh CIIydailHBIX U HE3HAKOMBIX JIFOCH;
2. 3amuiail cBor 4acTHyIo *kHu3Hb. He yka3piBail naposu, TenedoHsl, agpeca, 1aTy TBOETO POKACHUS
U IPYTYIO JIUYHYIO HHPOpMaLKIO. 30YMBIIIJIEHHUKH MOTYT UCIIOJIb30BaTh J1axe HH(OPMAILIHIO O TOM,
KaK ThI ¥ TBOM POJIUTEIH IJIAHUPYETE IPOBECTH KAaHUKYJIBI;
3. 3ammiail cBOIO peryTanuio - JIepKHU €e B YMCTOTe U 3ajaBail ce0e BOMpOC: XOTeN Obl Thl, YTOObI
ApyTUe TOIh30BATENN BHJEIHU, YTO THI 3arpyxaems? [logymaii, mpexxae 4eM 4To-TO OIMyOJIUKOBATh,
HaAMucaTh U 3arPy3UTh;
4. Ecny THI TOBOPHIIG C JIFOJIEMHU, KOTOPBIX HE 3HAEIIb, HE MCIIONB3YH CBOE peaTbHOE UM M JPYTYIO
JMYHYIO0 HHGOPMALIUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U Ipoyee;
5. U36erait pazmenienus gororpaduit B uTepHeTe, rae Tl M300pakeH Ha MECTHOCTH, TIO KOTOPOM
MO>KHO OTIPENIEIUTh TBOE MECTOIIOJIOKEHHUE;
6. Ilpu perucrpanuu B COUATBLHON CETH HEOOXOIMMO UCTIOIH30BATH CIIOKHBIE TTAPOITH, COCTOSIIIIUE U3
OyKB U (P U C KOJTUUECTBOM 3HAKOB He MeHee §;
7. st couuanbHOM CeTH, MOYTHI U JPYTUX CAalTOB HEOOXOAMMO UCIOJIb30BaTh pa3Hble napoau. Torna
ecny TeOsi B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJyYaT JOCTYI TOJBKO K OAHOMY MECTY, a HE BO BCe
cpasy.

DJIeKTPOHHbBIE IeHbI U
Dnekmponnvie 0enveu — HTO OUYEHB YIOOHBIN CIIOCO0 TUTATEXEH, OTHAKO CYINIECTBYIOT MOIIICHHUKH,
KOTOPBIE XOTAT MOJIYYUTh 3TH JIEHBTU.
DNEeKTPOHHBIE JCHBIH MOSBIIIMCH COBCEM HEAABHO M MMEHHO M3-33 3TOT0 BO MHOTHX TOCYIapCTBax J0
CHX TIOpP HE MPOIUCAHO MPO HUX B 3aKOHAX.
B Poccum ke OHM (QYHKIIMOHHPYIOT M O HUX XK€ TPOIMCAHO B 3aKOHE, IJIe UX PAa3IeNsIioT Ha
HECKOJIbKO BUJOB - aHOHMMHbIE M HE aHOHUMHbIE. Pa3HHIIa B TOM, YTO aHOHMMHBIE - 3TO Te, B
KOTOPBIX pa3pemiaeTcss MPOBOIUTH orepanuu 0e3 MIeHTH(HUKAINY TTO0JIb30BaTeNsl, 2 B HE aHOHUMHBIX
UACHTU(UKALIMY TTOJIH30BATENS ABISETCS 0053aTENbHOI.



Taxoke cremyer paziauuaTh JIEKTPOHHBIE (HATHBIE ACHBIH (PaBHBI TOCYAAPCTBEHHBIM BaJIOTaM) U
AJIEKTPOHHBIC He(DUATHBIE ICHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BaJTIOTaM).

OcHoBHBIE cOBeTHI 10 0e30nacHoil padoTe ¢ 3JIEKTPOHHBIMH 1¢HbIAMH !
1. [IpuBsoxu K cueTy MOOUITBLHBIN TeseoH. DTO caMblil YIOOHBIN U OBICTPHINA CITIOCOO BOCCTAHOBUTH
noctyn K cuery. [IpuBsizaHHBIN TeneOH MOMOXKET, ecliu 3a0y/ellb CBOW IIATEKHBIA Mapoib HIN
3aiienIb Ha CAUT C HE3HAKOMOI'O YCTPOIMCTBA;
2. Vcnonp3yii ogHOpa3oBeie mapoiu. [locie mepexona Ha YCHICHHYHO aBTOpPHU3AlUI0 TeOe yKe He
OyZeT yrpokaTh OIaCHOCTh Kpa)KH HJIM IepexBaTa IJIaTeKHOTO MapoJis;
3. Beibepu cnoxxubiii naposb. [Ipectynmaukam OyJeT HeNpOCTO yraaarh CIOXKHBIN napois. HanexHble
Mapojau — 3TO MapoJid, KOTOpbIE COJEpKaT He MeHee § 3HAKOB M BKIIOYAIOT B ce0Si CTPOUYHBIC U
nponucHble OyKBbI, HHU(PBI M HECKOJIBKO CHMBOJIOB, TakuMe€ KaK 3HaK Jjgoiuiapa, (QyHTa,
BOCKJIMIIATEJIbHBIN 3HaK U T.1. Hanmpumep, StROng!;;
4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIELLb.

JJIeKTPOHHAS MMOYTA
dnekmponnasa nouma — 3TO TEXHOJOTHS W IPENOCTABISAEMBIE €10 YCIYI'M IO IEPECBUIKE U
MOJIYYEHHUIO DJIEKTPOHHBIX COOOILEHUH, KOTOPbIE PACIPEACSIOTCS B KOMIBIOTEPHOH ceTu. OOBIYHO
AIIEKTPOHHBIA OYTOBBIH SIIUK BBITISAUT CICAYIOIMM 00pa3oM: UMsI_TI0JIb30oBaress @ uMs_JIOMEHa.
Taxxe kpome nepeaadu IpPOCTOro TEKCTa, UMEETCS BOZMOXKHOCTh TepeaaBaTh (ailibl.

OcHoBHbBIE cOBeThI 10 0e30nacHoil padoTe ¢ 3JIEKTPOHHOM MOYTO¥
1. Hago BbIOpaTh mpaBUIIbHBIN MOYTOBBINA cepBHC. B MHTEpHETE €CTh OrpOMHBINA BBIOOp OECIIaTHBIX
[IOYTOBBIX CEPBUCOB, OJHAKO JyYIll€ JJOBEPATH TEM, KOI'O 3HACILIb U KTO NEPBBIN B PEUTHUHTE;
2. He yka3piBali B JHMYHOM mouTe JUYHYIO uHPopMmanuio. Hampumep, inydmie BbIOpaTh
«MY3BIKaTbHBIN _(panaT@» mim «pok2013» BMecTo «remal3»;
3. Hcnonb3yli IBYXdTallHYyH aBTOPU3ALMIO. JTO KOrJa IOMHUMO Hapoyisi HYXHO BBOIUTH KO[,
npucbuIaeMblil mo SMS;
4. BpiOepu CIOXHBIH Tapodb. s KaXIOro MOYTOBOTO SIIUKA OJKEH OBITh CBOM HAJEKHBIH,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;
5. Ecniu ecTh BO3MOXKHOCTD HalucaTh CaMOMY CBOM JIMYHBINA BOMPOC, UCIIONIb3YH 3TY BO3MOXKHOCTb;
6. HMcnonb3yil HECKOJBKO NOYTOBBIX AIIMKOB. [lepBbIi A1 4acTHOM NEpPENUCKU C aapecaTami,
KOTOpPBIM Thl JOBEpPSACIIb. DTO IEKTPOHHBIM aIpec HE HAJ0 MCIOJIb30BaTh NPU PEruCTpalud Ha
dbopymax u caifrax;
7. He oTkpbiBail ¢ailsibl U apyrue BIOXKEHUS B MUCbMAaxX AK€ €CIM OHU MPUIIIM OT TBOUX JIpy3eil.
Jlyuiie yToYHM y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (ailibl;
8. ITocne okoHUaHUs pabOTHl HA MOYTOBOM CEPBHCE MEpel 3aKPhITUEM BKJIAJKU C caliToM He 3a0ynb
Ha)KaTh Ha «BBIATHY.

Ku0epOyJuIMHT MM BUPTYaJIbHOE H3/1€BATE/ILCTBO
Kubepoynnune — mpecinenoBaHue COOOUICHUSMH, COAEpXKAllUMU OCKOpOJIEHUS, arpeccHuio,
3allyTUBaHME; XYJIWIaHCTBO; COLMAIbHOE OONHKOTHPOBAaHUE C MOMOILNBIO PA3JIMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE cOBeThI 10 0opble ¢ KN0epOyJIMHIOM:
1. He Opocaiics B 6oii. Jlydmuii crmoco6: mocoBeTOBaThCS Kak ce0si BECTH U, €CJIM HET TOTo, K KOMY
MOKHO OOpaTHUThCS, TO BHAuyajle YCIOKOMTbCA. Eciau Thl HayHelIb OTBEYaTh OCKOPOJIEHMSAMHU Ha
OCKOpOJIEHUS, TO TOJIBKO €111e OO0JIbIIE Pa30AOKEIIb KOHPIHKT;
2. YmpaBinsii cBoeil kubeppenyTaimei;
3. AHOHMMHOCTH B ceTd MHHMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 332 aHOHMMHBIM
aKKayHTOM;
4. He crtouT BecTH XyJIWTaHCKUI 00pa3 BHUpPTyadbHOM >Xu3HU. VHTepHET Qukcupyer Bce TBOU
JEUCTBUS M COXpAHSET UX. Y JaMuTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;
5. Cobmrosiaii CBOO BUPTYAIbHYIO Y€CTh CMOJIONY;
6. HWrHopupyit enuHuuHblii HeraTuB. OJHOpPa30BblEé OCKOPOHMTEIbHBIE COOOLICHMS JIydlle
urHopupoBaTh. OObIUHO arpeccusi MpeKpalaeTcsi Ha Ha4aJIbHOM CTaauH;
7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIECHHSIMU, B COLIMATBHBIX CETSIX €CTh
BO3MO>XHOCTh OJIOKUPOBKH OTIPAaBKH COOOLICHHH € ONpeieNIEHHBIX a/IpECOB;
8. Ecmu 1Bl cBugerens kubepOyiuimHra. TBoM JeHCTBHS: BBICTYHHUTH NPOTUB IpecieroBaTes,
MOKa3aTh €My, YTO €ro JAEWCTBUS OLEHUBAIOTCS HETaTHUBHO, MOJAJIEPKATh KEPTBY, KOTOPOW HYKHA
MICUXOJIOTHYECKasi TOMOII[b, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOIO IIOBEJICHUS B CETH.



MoOunbHbIii Tes1eoH
CoBpemeHHbIE cMapT(HOHBI U IUIAHIIETHl COAEPAKAT B ceO€ BIIOJIIHE B3pOCHbIM (DyHKIMOHAI, U TENEpb
OHM MOTYT KOHKYpUPOBAaTb CO CTAllMOHApHBIMU KoMIIbloTepamu. OJHaKo, CpeACTB 3allluThl AJs
NOJOOHBIX YCTPOMCTB IOKAa OYEHb Majio. TeCTUpOBAHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE
TaK MHTEHCUBHO, Kak s [1K, To ke camoe kacaeTcss U MOOMIIBHBIX MTPHIIOKCHU.
CoBpemeHHble MOOWIJIBHBIE Opay3epbl YK€ HpPAaKTUYeCKM JOTHAIM HAcTOJbHBIE AHAIOIH, OJHAKO
pacmpenue (yHKIIMOHAJIA BIICYET 32 CO00I OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3aLIUIIEHHOCTD.
Jlaneko He Bce MPOM3BOJUTENM BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIME KPUTHYECKUE YSI3BUMOCTH
JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOMJIBHOTO TeJie()oHa:
1. Hudero He siBisieTCs mO-HACTOSIIEMY OecIIaTHRIM. bynib ocToposkeH, Bellb Korja Tede mpeniaraoT
OecIulaTHbIN KOHTEHT, B HEM MOTYT OBbITh CKPBITBI KaKHe-TO IUIATHBIE YCIYTH;
2. Jymaii, npexxae yeM otnpaButh SMS, ¢oto wim Buzaeo. Thl TOYHO 3Haemb, TAe OHU OyayT B
KOHEYHOM uTOre?
3. Heo6xo1umMo 0OHOBIISTH ONEPAIIHOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Vicnionb3yi aHTUBUPYCHBIE IPOrPaMMBbl JJIs1 MOOMIIBHBIX T€JIE(hOHOB;
5. He 3arpy»xail IpuIOKeHUs: OT HEU3BECTHOIO UCTOYHMKA, BEIb OHU MOT'YT COLEPKATh BPEAOHOCHOE
IIporpaMMHOe o0ecrieueHue;
6. Ilociie TOro Kak ThI BBHIMIEIIb C CaiiTa, TAe BBOAWI JHUYHYIO MH(POPMAILHNIO, 3aiil1 B HACTPOUKH
Opaysepa u ynanu cookies;
7. Ileppoanyecku IpoBepsId, KaKKe IJIaTHBIE YCIIYI'M AaKTUBMPOBAHBI HA TBOEM HOMEPE;
8. laBaii cBOif HOMep MOOMJIBHOTIO TenedoHa TOJIBKO TEM JIIOJIAM, KOTOPBIX Thl 3HAEUIb U KOMY
JOBEPSICILIb;
9. Bluetooth nomkeH ObITh BBIKIIOUEH, KOT/AA Thl UM He Nojb3yelibes. He 3a0b1Bail nHOT1a MpOBEPSTH
3TO.

Online urpsi
CoBpEeMEHHBIE OHIAIIH-UZPBL - TO KPACOUHBIE, 3aXBaThIBAIOILIUE Pa3BICUEHUS, O0BEINHSAIOINE COTHU
ThICAY YEJIOBEK 10 BceMy Mupy. VIrpoku HcCleyroT NaHHBIH MM MHUp, OOLIAIOTCS APYr C APYroM,
BBINIOJHSAIOT 3aJ]aHUsl, CPakatoTCsd ¢ MOHCTpPaMH U IOJIyYalOT OMbBIT. 3@ YJOBOJBCTBUE OHU IUIATAT:
MOKYNAIOT JUCK, OIUIAYMBAIOT AOOHEMEHT MJIM MPHOOPETaroT KaKUe-TO OILIUY.
Bce aTm cpeactBa mayT Ha TOAJIEpKAHME M PA3BUTHE WIPHI, a TaKkkKe Ha caMmy Oe30MacHOCTH:
COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBbIE MaT4y (LU(PPOBBIE 3aIUIATKU JUIS
MIPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B momo6HbIX Urpax CTOMT OMacathCsi HE CTOJIBKO CBOMX COMEPHHUKOB, CKOJIBKO KPaXXH TBOETO MapoJis,
Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3alMK OOJIBIIMHCTBA UTP.

OcHoBHBIE COBETHI 10 0€30IACHOCTH TBOET0 HTPOBOI0 AKKAYHTA!
1. Ecau apyroit urpok BeaeT cedst I0X0 UM co3AaeT Te0e HENPUITHOCTH, 3a0JIOKUPYH €ro B CIHCKE
UTPOKOB;
2. Tloxanyiicst aAMUHUCTPATOPAaM UIPhI Ha TJI0XOE MOBEIEHUE ITOI0 UTPOKA, KEJIATEIbHO MPUIIOKUTh
KAaKHEe-TO JI0Ka3aTeIbCTBa B BU/IE CKPUHOB;
3. He ykaspiBaii muuHyto nHGOpMaluio B mpogaiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UIPE;
5. He ycranaBnuBaii Heo(UIaIbHBIEC TTATYH U MO/IBI;
6. Mcnonp3yi CIIOKHBIE U pa3HbIE N1apOJIy;
7. Jlaxke BO BpeMsl UTPbI HE CTOUT OTKJIFOYAaTh aHTUBHUpPYC. I10Ka ThI Urpaeiib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WIM KPAa’ka JUYHBIX JaHHBIX
OObIuHOM KpaXkel JIeHer U JJOKYMEHTOB CEro/IHs YK€ HUKOT'O HE YAMBHUIIb, HO C Pa3BUTHEM MHTEPHET-
TEXHOJIOTUH 3710YMBIIIIEHHUKH [TEPEMECTUIINCH B HHTEPHET, U MPOJOHKAIOT 3aHUMAThCS «JIFOOMMBIM
JEJIOM.
Tax mosBuiack HOBasi yrpos3a: MHTEpHET-MOUICHHUYECTBA WJIHW ¢humiunez, TiaBHasl 1I€JIb KOTOPOIO

COCTOUT B TOJYYEHUH KOH(UIEHLIMANbHBIX JAaHHBIX I0JIb30BaTeNeil — JOruHOB W mapoieil. Ha
aHrauiickom si3pike phishing uutaercs kak ¢ummer (ot fishing — peiOHas noBns, password —
apoJib).

OcHoBHbIE coBeThI 10 00opbOe ¢ GUIIMHIOM:



1. Cnenn 3a cBouM akkayHTOM. Ecin Thl mojo3peBaelib, YTO TBOSI aHKeTa ObUIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKMPOBATH €€ U COOOIIUTH aJIMUHUCTPATOpPaM pecypca 00 ITOM Kak MOXKHO CKOpee;
2. Ucnonb3yii 6e30macHbie BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3uHOB U MOMCKOBBIX CHCTEM;
3. HWcnonp3yii CIOXHBIE | pa3Hble Tapoiau. Takum oOpazoM, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH TOJYYaT JOCTYI TOJIKO K OJJHOMY TBOEMY MPO(MUIIIO B CETH, a HE KO BCEM;
4. Ecnu Te6s B3IOMaiu, TO HEOOXOAUMO MPEIYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE JOOABICHbI Y
TeOs B PY3bX, O TOM, YTO T€OS B3JIOMAJIM U, BOZMOXKHO, OT TBOETO UMEHH OyJIeT PacChlIaThCs criaMm
Y CCBUIKU Ha (PUILMHTOBBIE CAalTHI;
5. YcranoBu HaaexHbi napons (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIII0YM coXpaHEHHe MapoJs B Opaysepe;
7. He oTkpsiBail ¢ailyiel 1 qpyrue BIOXKEHUS B MUChbMAax JaKe €CIM OHU MPHUILIH OT TBOUX JIpy3eil.
Jlyuiie yToYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3Tu (dailbl.
Hudposas penyranus
Hugposaa penymayusa - >5TO HeraTHBHAs WIM T[O3UTUBHAs uHPopManusi B ceTd O Tebe.
Komnpomerupyromass uHdopManuss pasMeleHHAas B HHTEPHETE MOXKET CEpbe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEW peanbHOW >km3HU. «l{udpoBas penmyramus» - 3TO TBOH HMMHIK, KOTOPBIH
bopmupyercs u3 nHopMaiu o Tede B UHTEPHETE.
TBoe mMecTo kuTeNbCTBa, Y4eObl, TBOE (DMHAHCOBOE MOJOKEHUE, OCOOCHHOCTH XapaKTepa U paccKasbl
0 OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.
MHorue nmoApoCTKH JIETKOMBICJICHHO OTHOCATCS K MyONHMKAnuu Ju4HOM mHpopMmanuu B MHTepHeTe,
HE NIOHMMas BO3MOXHBIX MOCieACTBUM. Thl 1a)ke HE CMOXKeEIllb JOrajaTrbcs O TOM, 4To ¢ororpadus,
pa3MelieHHas 5 JIeT Ha3a, cTala MPUYMHOM O0TKa3a MPUHSATH Te0s Ha paboTy.
KommenTtapuu, pazMenienne TBoux Gortorpaduii u Ipyrue AeUCTBUS MOTYT HE HCUE3HYTh JIaXKe MOCIie
TOTO, KaK Thl MX YyJaIWlIlb. Thl HE 3HACIIb, KTO COXpaHWI 3Ty HH(OpPMAIMIO, MOMaja JIU OHA B
ITOMCKOBBIE CUCTEMbI U COXpPAHWJIACh JIU OHA, a TJIaBHOE: YTO MOJYMAIOT O Te€OE OKpYXKarollee JOAHU,
KOTOpbIE HAaWAyT U YBUIAT 3TO. Hailtu mHdOpManuio MHOrO JIET CIyCTS CMOXET JII0OOH - Kak U3
TOOPBIX MTOOYKISHH, TAK U C HAMEPEHUEM MIPHUYUHHUTD BPEl. DTO MOXKET OBITh KTO YTOJIHO.
OcHOBHBIE COBETHI 110 3alIUTe HU(PPOBOIH penyTalum:
1. [Toxymaii, mpex e uem 4yTo-To MyOJUKOBaTh U MepeaBaTh y ceOsi B 0JI0T€ UK B COIMATIBLHOM CETH;
2. B mHacrpoiikax mpoduns yCTaHOBHM OrpaHUYEHHS HAa MPOCMOTP TBOEro Npoduias U €ro
COJZIEP’KUMOT0, CAEJIall €ro TOJIBKO «IJIs ApYy3ei»;
3. He pa3menaii u He yka3biBail HHPOpPMaLHIO, KOTOPask MOXKET KOro-TM00 OCKOPOJIATh I 0OUXKAaTh.
ABTOpCKOE IPaBo
CoBpeMeHHbIe MIKOJIBHUKHM — aKTUBHBIE MOJIb30BATEIN UPPOBOro nmpocTpancTBa. OHAKO JalleKo He
BCE 3HAIOT, YTO MOJIb30BaHNE MHOTMMH BO3MOKHOCTSIMH IIU(PPOBOTO MUpa TpeOyeT coOIII0IeH s ITpaB
Ha MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.
TepMUH «MHTEJUIEKTyalbHasi COOCTBEHHOCTh» OTHOCHUTCS K Pa3IUYHBIM TBOPEHHSIM UYEJIOBEYECKOTO
yMa, HayMHasg C HOBBIX M300peTeHMH M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOAYKTHI U
yCIyTd, M  3aKaHuMBass KHMramu, Qororpa@usmu, KHHOQUIBMAMM W  MY3bIKaJbHbBIMHU
IIPOU3BENCHUSMU.
Aemopckue npaga - 3TO TpaBa Ha WHTEIUIEKTYyaJlbHYI0 COOCTBEHHOCTh Ha INPOU3BEICHMS HAYKH,
JUTEpaTyppl M MCKycCTBA. ABTOPCKME IIpaBa BBICTYNAIOT B KAauyeCTBE TIapaHTHUM TOrO, 4YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TpyJ aBTOpa He OyAeT HalpacHbIM, JacT €My CIPaBeIIUBbIC
BO3MOKHOCTH 3apaboTaTh Ha pPe3yJibTaTax CBOEro TPY/a, MOIY4YUTh U3BECTHOCTh U MpHU3HaHue. HUKTo
0e3 pa3pelleHus] aBTopa HE MOXET BOCIPOU3BOJUTE €ro MPOU3BENECHUE, PACIPOCTPAHATD, MyOINYHO
JI€MOHCTPHPOBATh, MpoJaBaTh, HMMIIOPTUPOBATh, IIyCKaTb B TPOKAaT, MYOJWYHO HCIOIHATD,
MOKa3bIBaTh/UCIIONHATH B 3(pupe miu pazmemiars B lHTepHeTe.
Vcnonb30BaHue «IIMPATCKOr0» MPOrPaMMHOT0 00ecreueHHs] MOKET NMPUBECTH K MHOTMM PUCKaM: OT
MOTepU JaHHBIX K TBOMM aKKayHTaMm /0 OJIOKUPOBKM TBOETO YCTPOWCTBA, IJI€ YCTAaHOBJIEHHBIH He
jeranbHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYET JETajbHble M O€CIUIaTHbIC
MIPOrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.
O noprane
CeTeBHYOK.p( - TBOI I1aBHBIN COBETYHK B CETH. 37€Ch Thl MOXKEIIb Y3HATh O 0€30MaCHOCTH B CETU
MOHATHBIM U JIOCTYIIHBIM SI3bIKOM, a NPH BO3HHUKHOBEHUHM KPUTUYECKOM CUTYaIlMM OOpaTUThCA 3a
COBETOM. A TakKe MPUHATH y4acTHE B KOHKYpCaX U CTaTh CaMbIM LU(POBBIM I'paxTaHUHOM
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