Ilpunoscenue Ne 2.
NudopmanuonHas naMATKa VI 00y4AOIMINXCH
JJIsl pasMelleHns Ha 0(pMIHMAJIBHBIX HHTEPHET-pecypcax

C KaxxIbIM TOZI0M MOJIOJEKHU B VIHTEpHETE CTAHOBUTHCA OOJIbILE, & MIKOJIBHUKH OHU U3
CaMbIX aKTUBHBIX IIOojib30Barenedl Pynera. Mexay TeM, IIOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXHOCTeH, VIHTepHeT HeceT U mpoOieMbl. DTa namsaTKa J0JKHA MOMOYb Tebe OGe3011acHo
HaXOJUTHCS B CETH.

Komnwviomepnuie éupycot

KomnbroTepHsiii  BHpYC —  3TO  Pa3sHOBHUIHOCTh  KOMIIBIOTEPHBIX  MPOTPaMM,
OTJIMYUTEIBHON OCOOCHHOCTBIO KOTOPOHM SBISIETCS CIOCOOHOCTh K pa3MHOXeHHio. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJTHOCTBIO YHUYTOXUTH BCe (ailiibl u
JJaHHbIE, MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro ObLIa 3amylleHa 3apaxEéHHas
nporpaMMa, a TaKKe MOBPEIUTh WM JaKe YHUYTOXXUTH ONEPAMOHHYIO CHUCTEMY CO BCEMHU
daitnamu B 1esioM. B 601bIIMHCTBE CllyyaeB pacIpOCTPAHAIOTCS BUPYChI uepe3 VHTepHerT.

Memoovwl 3auwumul om 6pedoHOCHbIX NPOSPAMM:

1. Mcnonb3yil cOBpEMEHHBIE ONEPALIMOHHbBIE CUCTEMBI, UMEIOLUE CePbE3HBIN YPOBEHb 3aIlUTHI
OT BPEIOHOCHBIX IPOTPaMM;

2. IlocTosHHO ycTaHaBiaMBail mouyTH (UMQPOBBIE 3aljaTKH, KOTOPble aBTOMATHUYECKU
YCTAHABJIMBAIOTCS C IENbI0 JO0pabOTKM MporpaMMbl) M JpPYrHe OOHOBJICHUS CBOEH
ornepalnnoHHOM cuctembl. CkauMBail X TOJBKO ¢ opUIMaIbHOrO caiita padpadotunka OC. Eciu
CYIIECTBYET PEKUM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. Pabotaii Ha cCBOEM KOMIIBIOTEPE MO/ IIPaBaMU I10JIb30BaTeNs, a HE aJIMUHUCTpaTopa. DTO He
MO3BOJIMT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPaMM HWHCTAJUIMPOBATHCS HA TBOEM IMEPCOHATIHHOM
KOMIIBIOTEPE;

4. Vcrionb3yil aHTHBHPYCHBIE NPOTPAMMHBIC TIPOJIYKTHI H3BECTHBIX IPOWU3BOAUTENECH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannup HpU3HYECKHA JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIHIL;

6. Mcronp3yil BHEIIHHWE HOCUTENM HHPOpPMALUHU, Takue Kak (emka, JUCK uiau ¢ain u3
WHTepHeTa, TOJIBKO U3 MPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkpbIBail KOMIIbIOTEpHBIE (Paiiiibl, NOJyYEHHbIE U3 HEHAAEKHBIX UCTOUYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlydilie yTouHH y HEro, OTIPaBJIsI U OH TeOe UX.

Cemu WI-FI

Wi-Fi — 3T0 He BHJ nepefayn JaHHBIX, HE TEXHOJIOTHA, a BCETO JIMIIL OpPEeH]I, MapKa.
Eme B 1991 romy Huzmepnanjackas kommnanus 3apeructpupoBana Openn «WECA», uyto
o0o3Havano cinoBocouetanue «WirelessFidelity», xoTopblii mepeBoauTCs Kak «OecrpoBOgHAs
TOYHOCTH.

Jlo Hamero BpeMeHH Jomuia Apyras abOpeBwarypa, KOTOpas SIBISETCS TaKOW JKe
TexHosoruei. 9to abbpeBuarypa « Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO ¢ HAMEKOM Ha CTaHAapT
BbICIINH 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BBICOKAsI TOUHOCTHY.

Ja, OecrulaTHBI MHTEPHET-OCTYI B Kade, OTeNsIX U a’dponoprax sBIsSETCS OTIMYHOU
BO3MOXKHOCTBIO BbIXo/1a B MIHTepHET. HO MHOTHE DKCTIEPTHI CUUTAIOT, 4TO 00meaocTynHbie Wi-
Ficetu He sBnsitoTcst 0€30MaCHBIMU.

Cosemol no 6esonacnocmu pabome 8 0bwedocmyntuix cemsx Wi-Fi:

1. He nmepenaBaii cBoro nuuHyto uHpopMaiuio yepe3 obmenoctynHsie Wi-Ficeru. PaGoras B
HUX, J)KEJTaTeJbHO HE BBOJIUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKhe-TO HOMEpa;

2. Vcrionb3yil W OOHOBISH aHTHUBUPYCHBIE MporpamMmbl M Opanamaysp. Tem camMbIM Tbl
obe3omacuib ce0s OT 3aKaUKu BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanun Wi-Fiotkimoun ¢yHkuuo «O0muilt 1ocTyn K Qaiigam ¥ OpuHTepam».
JanHas QyHKIHS 3aKphITa 110 YMOJYaHUIO, OJTHAKO HEKOTOPBIE IMOJB30BATEIN aKTHBHPYIOT €&
JUIs y1oOCTBa NCIOJIb30BAaHUs B paboTe WM yuebe;




4. He ucnonws3yit myonuunbsiii WI-FImis mepenaun TMUHBIX TaHHBIX, HallpUMEp, I BBIXOJA B
COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO MOYTY;
5. Ucnonw3yit Tonbko 3anmumieHHoe coenunenune yepe3 HTTPS, a we HTTP, T.e. npu Habope
BeO-aapeca BBOAM UMEHHO «https://»;
6. B moOmipHOM Tenedone oTkimoun ¢yHkuwo «lloakmrouenune k Wi-FiaBTromatuueckny». He
JIOITyCKai aBTOMaTHYECKOTO MOJIKIIIOYEHHUs YCTpoiicTBa K ceTsiM Wi-Fibe3 TBoero cormnacusi.

Couyuanvnvie cemu

CoumasnbHble CETH aKTUBHO BXOAT B HAIIy JKW3Hb, MHOTHE JIIOAM PAaOOTAIOT U >KUBYT
TaM IOCTOsHHO, a B Facebookyxe 3aperucrpupoBaH MuIMap 4eloBeK, YTO SABJISIETCS OJHOU
CeIbMOM BCEX JKMTENIEH IJIaHeThl. MHOTME MOJb30BATEIM HE MOHHUMAIOT, 4TO WH(pOpMAIHs,
pasMelleHHas UMH B COLIMATIbHBIX CETAX, MOXKET ObITh HalJleHa U UCIOJIb30BaHA KEM YrOAHO, B
TOM YHCJIe HE 00513aTeNbHO ¢ 0J1aruMu HaMEepEHHUSIMH.
OcHosHble cogembl N0 6€30nACHOCU 8 COUUANbHBIX CeMAX.
1. Orpanunup crucok apyseid. ¥ Teds B APYy3bsiX HE JOJDKHO OBITH CIyYailHBIX M HE3HAKOMBIX
JIIOJIEH;
2. 3amumiaidl CBOIO YacTHYIO kHW3Hb. He ykaspiBail maponu, TenedoHbl, aapeca, JAaTy TBOETO
POXJIEHUS U JIPYTYI JIMYHYIO HMHGOpMalMio. 3JI0yMBIIUIEHHUKA MOTYT HCIIOJIb30BaTh JaXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN IUIAHUPYETE NPOBECTH KAaHUKYJIBI;
3. 3ammiail cBor penyTaluio — JepXkKH ee B UUCTOTe U 3ajaBail cebe BOmpoc: XOTel Obl Thl,
YyTOOBI JApPYyrue IMOJIb30BATENU BHUJEIH, YTO Thl 3arpyxaemb? Ilomymail, mpexae 4yeM 4To-TO
OIy0JIMKOBATh, HAIIUCATh U 3arPYy3UTh;
4. Ecnu Tl TOBOpUUIb C JIFOJIbMU, KOTOPBIX HE 3HAEIlb, HE MCIOJIb3YyH CBOE pealbHOE UMS U
JPYTyIo JUUHYIO0 HH(GOPMALMU: UMSI, MECTO JKUTEIILCTBA, MECTO Y4eObl U IPOYEe;
5. N36eraii pazmemenus ¢otorpaduii B MHTEpHETE, T/Ee THI M300paXEH HA MECTHOCTH, IO
KOTOPOH MO>KHO ONPEAETUTh TBOE MECTOMOI0KEHUE;
6. Ilpu peructpanyii B COIMAJIBHONH CETH HEOOXOAWMO HCIOIB30BaTh CJIOXKHBIE MapOJIH,
cocroslIre u3 OykB U U(P U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;
7. st conuanbHOM CeTH, MOYTHl U APYTUX CAaHTOB HEOOXOIUMO HCIIOIH30BaTh Pa3HbIC MAPOJIH.
Torna ecnu Te0s B3710MAKOT, TO 3JI0YMBILIUIEHHUKH IOJy4aT AOCTYI TOJBKO K OJJHOMY MECTY, a
HE BO BCE Cpasy.

dnekmponnvie 0enveu

DNEeKTPOHHBIE JAEHBIM — 3TO OYEHb YJOOHBIM CHOCO0 IUIaTeXel, OJJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTSAT MOJYYUTh ITH JICHbIH.

DONEeKTPOHHBIE NEHBI'M MOSBUIMCH COBCEM HENIABHO M MMEHHO H3-3a 3TOr0 BO MHOTHX
rocyapcTBax O CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (pyHKIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJIe UX pa3dessioT
Ha HECKOJIbKO BUJOB — aHOHUMHbIE U HE aHOHUMHbIE. Pa3HuIa B TOM, 4TO aHOHUMHbIE — 3TO
T€, B KOTOPBIX pa3pelaeTcsi MPOBOJUTH olepaluu 0e3 UAeHTH(UKAIMKU IOJIb30BaTENs, a B
HEaHOHMMHBIX MJIEHTU(UKALIUYU TTOJIb30BATENs SBISETCS 00s13aTeIbHOM.

Taxxe cienyer paznuyarh 3JIEKTPOHHbIE (MATHBIE NEHBI'M (paBHBI T'OCYJapCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHBIE IEHBIM (HE paBHBI TOCYJApCTBEHHBIM BAJIIOTAM).

OchosHule cogembl no 6e30nacHol pabome ¢ INeKMPOHHLIMU OEHb2AMU.
1. IlpuBspku K cueTy MOOWIBHBIA TenedoH. DTO caMblif ymoOHBIM U OBICTPBIN CIIOCOO
BOCCTAHOBUTH JOCTYHn K cueTy. l[lpuBs3aHHbIH TenedoH IOMOXKET, eciu 3al0ynenib CBOM
TUTATEXKHBIA ApOJIb WK 3aii/IeNIb Ha CAliT ¢ HE3HAKOMOT'O YCTPOUCTBA;
2. Wcnomw3yit ogHOpa3oBbie mapoiu. [locne mepexoa Ha YCHICHHYIO aBTOPH3AIUIO TeOe yxke
He OyJeT yrpoXkarh ONMAacCHOCTh KPaXXH WM NepexBara IJIaTeKHOTO MapoJis;
3. BeiOepu croxkHbId mapoib. [IpecTymHukam Oyner He MPOCTO yraaaTh CIOXHBIA TMapoib.
Hanexnble maposim — 3T0 mapoJid, KOTOpBIE CoJiepKaT He MeHee § 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U TPONUCHBbIE OYKBbI, HU(GPBH U HECKOJBKO CHMBOJIOB, TaKM€ Kak 3HAK J0Julapa,
¢yHTa, BoCKIMLATeNbHBIN 3HaK U T.11. Hanpumep, StROng!;;
4. He BBOM CBOM JINYHBIE JAHHBIE HA caliTaX, KOTOPBIM HE JI0BEPSIEIIb.




Dnexmponnasa nouma

DneKTpOHHAs oYTa — 3TO TEXHOJIOTUS U IIPEIOCTABIISIEMBIE €10 YCIYTH 110 IEPECHUIKE U
MOJIYUYEHUIO JJIEKTPOHHBIX COOOILICHHM, KOTOpBhIE pacHpeieisaioTcs B KOMIBIOTEPHOH CeTu.
O0b1yHO AJIEKTPOHHBIN IIOYTOBBIA  SLIUMK  BBIMJISAUT CJIEYIOIUM oOpazom:
UMs_TIOJIb30BaTeNIA(@UMs_JToMeHa. Takke KpoMme TIepeladyd MpPOCTOro TEeKCTa, HMeeTcs
BO3MOXKHOCTb IIepeiaBaTh (paiibl.

OcHognbie cogemul no 6€30nacHol pabome ¢ INeKMPOHHOU HOYMOLL:
1. Hago BbIOpaTh mnpaBWIbHBIA TOYTOBBIA cepBuc. B HMHTepHeTe ecTh OrpOMHBII BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUIlIe TOBEPATH TE€M, KOTO 3HACUIb M KTO NEPBbIN B
pEUTHHTE;
2. He ykaspiBaii B JMYHON mouTe Jnu4HY0 uHpopmanuoo. Hampumep, mydiie BbIOpaTh
«My3BIKaNbHBIN _(paHaT@» wim «pok2013» Bmecto «remal3;
3. Hcnonp3yit NIBYX3TanmHyl aBTOPHU3AIMIO. DTO KOTJa MOMHMO HapoJis HYKHO BBOJUTH KO/,
npucbuIaeMblil mo SMS;
4. BeiOepu CIIOXHBIN Maposb. [ KaX0ro mOoYTOBOTO SITUKA JTOJDKEH OBITh CBOWM HAJCKHBIM,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;
5. Ecniu ecTtp BO3MOXXHOCTH HAamMcaTh CaMOMY CBOM JIMYHBIA BONPOC, HUCHONB3YH OTy
BO3MO>KHOCTb;
6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIIUKOB. [IepBbIil /17151 4acTHOW MEPenucKu ¢ aapecaTami,
KOTOPBIM Thl JIOBEPSAEIIb. DTO 3JIEKTPOHHBIN aJipec HE HaJ0 UCIIOJIb30BaTh IIPU PErucTpalui Ha
dopymax u caiitax;
7. He otkpbiBaii (aiinpl ¥ Ipyrue BIOKEHHS B MUCHMAxX JaXe €CIM OHHM IPHIUIA OT TBOMX
npy3ei. Jlydie yrouHu y HUX, OTHPABISUIH JTU OHU TeOe 3T (aiiisbi;
8. Ilocie okoHUaHMsI PabOTHI Ha TIOYTOBOM CEpPBUCE MEpPE 3aKPBITUEM BKIAJKH C CATOM He
3a0yib HAXKaTh Ha «BBIATHY.

Kubepoynnune unu eupmyanvHnoe uzoeeamebcmeo

KubepOymnuHr —  mpecienoBaHue COOOUICHUSIMH, COJIEPXKALUIUMHU  OCKOPOJICHHS,
arpeccuio, 3alyruBaHue; XYJIUTaHCTBO; CONMAIbHOE OONKOTHPOBAHUE C TIOMOIIBIO Pa3IHMYHBIX
MHTEPHET-CEPBUCOB.

Ocnognbie cogemul no 6opvoe ¢ KubepOYIIUHSOM:
1. He 6pocaiics B 0oii. JIyummii criocod: mocoBeToBaThCs Kak ce0si BECTU U, €CIM HeT TOro, K
KOMYy MOXHO OOpaTuThCs, TO BHauaje YCHOKOWUThCA. Eciaum Thl HayHellb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIle pa3oXiKellb KOH(IUKT;
2. YnpaBisid cBOCH KHOeppeIyTaiuei;
3. AHOHUMHOCTH B ceTd MHUMasl. CyIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 QaHOHUMHBIM
AKKayHTOM;
4. He cTouT BecTH XyJIMTaHCKUI 0o0pa3 BUPTyaJdbHOM kH3HHU. VIHTEpHET (puUKCUpYeT Bce TBOM
JEUCTBUSI I COXPAHSIET UX. Y JAIUTh UX OYJEeT KpaiiHe 3aTPyIHUTEIBHO;
5. CoOronait cBOM BUPTYaIbHYIO YECTh CMOJIONY;
6. Urnopupyii enuHWuHbId HeratuB. OIHOpa30BbIE OCKOPOWTENBHBIE COOOIIEHHS JTydIle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HayaaIbHOU CTaIuH;
7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOILIECHUSIMH, B COL[UAIBHBIX CETAX
€CTh BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHHI € ONpeIeIeHHBIX aAPECOB;
8. Ecnm 1HI cBuzerens kuOepOyumHTa. TBOM NEHCTBHS: BBICTYITUTH MPOTHB IPECIIETOBATENS,
[I0Ka3aTb €My, YTO €ro JEWCTBHS OLIEHUBAIOTCS HEraTUBHO, IMOJAJIEPKATh XKEPTBY, KOTOPOU
HY)KHa TICUXOJIOTUYECKasi MOMOIIb, COOOIIUTh B3POCIBIM O (haKTe€ arpecCUBHOTO MOBEIEHUS B
CETH.

Moobunvnstit meneghon

CoBpemenHble cMapTHOHBI H IUIAHIIETHI COAEpX)AT B ceOe BIOJTHE B3POCIBIHA
GyHKIMOHAT, W TEeMeph OHM MOTYT KOHKYPHUPOBAaTh CO CTAI[MOHAPHBIMH KOMITBIOTEPAMHU.
OnHako, CpeJCTB 3alIUThI AJsl MOJOOHBIX YCTPOMCTB MOKA OYE€Hb Mallo. TecTupoBaHHE U MOUCK



ySI3BUMOCTE B HUX MPOUCXOOUT HE Tak MHTEeHCUBHO, Kak juis [IK, To xe camoe kacaercs u
MOOMJIBHBIX TPHIIOKEHHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YKe MPaKTUYeCKH JAOTHAIM HACTOJIbHbIE aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BIeYeT 3a €000 OONBIIYI0 CIIOKHOCTh W MEHBIIYIO
3alUIIEHHOCTbD.

Jlaneko He Bce MPOM3BOIUTENH BBIITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OchosHule cogembl 01 6€30naAcHOCMU MOOUIbHO20 Mene)oHa:

1. Huuero He sBIsieTCsl MO-HAcToseMy OeciuiaTHBIM. Byns ocTopokeH, Beab korja Tebe
npeyiaraloT 6eCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

2. Iymaii, mpexe uem otnpaBuTh SMS, poro umu Bugeo. Thl TOUHO 3HACIIB, 1€ OHU OYyAyT B
KOHEYHOM uTOTre?

3. HeoO6xomuMo 0OHOBIIATH ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;

4. Vcnonb3yit aHTUBUPYCHBIE TPOrPaMMBI ISl MOOUJIBHBIX TeNE(OHOB;

5. He 3arpyxail mpuiokeHuss OT HEM3BECTHOTO HCTOYHHMKA, BEIb OHHM MOTYT COAEpXKAaTb
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeUeHHE;

6. [locne Toro kak Thl BBIAJCHIb C caiiTa, rAe BBOAWI JIMYHYIO HH(OpManuio, 3aiiiu B
HACTPOIKM Opay3epa u ynanu cookies;

7. Ilepuoanuecku mMpoBepsi Kakue IUIaTHBIE YCIYTH aKTUBHPOBAHbI HA TBOEM HOMEpE;

8. JlaBaii cBoli HOMEp MOOWJIBHOTO TejedoHa TOJBKO JIIOISM, KOTOPBIX Thl 3HACHIb U KOMY
JOBEpsICIIIb;

9. BluetoothmomkeHn OBITH BBIKJIIOYEH, KOTJa Thl MM He Moib3yemibcs. He 3a0piBail mHOTIA
IPOBEPSTH 3TO.

Online-uzput

CoBpeMEHHbBIE OHJIAWH-UTPBl — O3TO KPACOYHBIC, 3aXBaThIBAIOIIME pPAa3BICUCHUS,
00BEAMHSIIONINE COTHU ThICAY YEJIOBEK 10 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MUp,
00IIAIOTCS APYT C IPYrOM, BBIMOJHSIOT 3aJaHMs, CPAKAIOTCS C MOHCTPAMH M IMOJIYYalOT OIBIT.
3a yJIOBOJBCTBUE OHU IUIATAT: MOKYHArOT JUCK, OIUIAYMBAIOT aOOHEMEHT WJIM IPUOOpEeTaroT
KaKHe-TO OMIUH.

Bce »tu cpenctBa uMIyT Ha MOAJAEp)KAHME M Pa3BUTHE WIPhl, a TaKXKe Ha camy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCSI CHCTEMBl aBTOPU3AIlMM, BBITYCKAIOTCS HOBBIE MAaT4U
(undpoBeIe 3amaaTKU AJI IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nono0HBIX Mrpax CTOMT oracaTbcs HE CTOJBKO CBOUX CONEPHHMKOB, CKOJBKO KPaXKU
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALINN OOJIBIIUHCTBA UTP.

OcHognbie cogemul N0 6€30NACHOCMU 18020 U2POB8020 AKKAYHMA.

1. Ecnu npyroiif urpok BeneT ceOs MI0XO0 WM CO3JaeT TeOe HeMpUATHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Tloxanyiicsi aAMHHHCTpATOpaM WIPbl Ha IUIOXOE IOBEIACHHWE STOTO HIPOKA, >KEIaTeIbHO
NPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii THuHyI0 HHPOPMAIIKIO B TIpOdaiisie Urpsr,

4. YBaxall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoduMaTIbHbIE TATYH U MOJIBI;

6. Vcronb3yii cl10KHbIE U pa3HbIE APOJIH;

7. Jlaxxe BO BpeMs UTPhI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [1oka ThI urpaenib, TBOM KOMIBIOTED
MOTYT 3apa3UTh.

Duuiunz unu Kpaxca 1u4HbIX OAHHBIX

OObIuHON Kpakell JOeHer M JOKYMEHTOB CErojiHs YK€ HHUKOTrO0 HE YIWBHUIIb, HO C
pa3BUTHEM HMHTEPHET-TEXHOJOTUN 3JIOyMBIIJIEHHUKH THepeMecTwiuck B HHTepuer, u
IPOIOJDKAIOT 3aHUMAThCS «TIOOMMBIMY JI€TIOM.

Tax mosiBiIach HOBasi yrpo3a: UHTEPHET-MOILIEHHUYECTBA WM (DUILMHT, IJIaBHAs LIEThb
KOTOPOT'O COCTOMT B TOJYYE€HUU KOH(UICHIMAIbHBIX JAHHBIX MOJb30BaTENIe — JIOTMHOB H




naposieii. Ha anrnuiickom si3pike phishinguuraercs kak ¢ummar (ot fishing— preioHas o,
password— mapouib).

Ocnognbie cogemul no 6opvoe ¢ uuiuneom:

1. Cnenau 3a cBouM akkayHTOM. Ecnu Tl mojgo3peBaeiib, 4To TBOSI aHKeTa Oblla B3JIOMaHa, TO
HE00X01MMO 3a0JIOKMPOBATh €€ U COOOIIUTh aAMUHUCTpATOpaM pecypca 00 3TOM KaK MOKHO
CKOpEe;

2. Vcnonb3yil Oe3onacHble BeO-CaiiTbl, B TOM 4HCJIE, MHTEPHET-MAara3uHOB U ITOMCKOBBIX
CHUCTEM;

3. Ucnonb3yil cinoxHble M pa3Hble Mapoiau. Takum oOpa3oM, eciau TeOs B3JIOMAKOT, TO
37I0YMBIIIJICHHUKH MOJyYaT AOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(MUIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOd B3JIOMalM, TO HEOOXOAMMO NPEAYNpPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
noOaBiieHbl y T€0s B IPY3bsIX, O TOM, YTO T€Os B3JIOMAJIM U, BO3MOXHO, OT TBOETO UMEHU OyzaeT
pacchlIaThes CIaM U CChUIKM Ha (PUIMHIOBBIE CAThI;

5. Ycranosu HanexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTkirouM coxpaHeHue napoiisi B Opaysepe;

7. He oTkpbiBaii (aiiibl ¥ Ipyrue BIOXKEHHS B MUCbMAxX JaXe €CIM OHM IMPHIUIA OT TBOMX
npys3eil. Jlydiie yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitibl.

Hudgposas penymayua

[udposas penyranus — 3TO HEraTUBHAs WM MO3UTHBHAsA MH(OpMaIus B ceTH O Tebe.
Komnpomerupytromass unpopmanus, pazMerieHHas B MHTepHETe MOXKET CEphe3HbIM 00pa3om
OTpa3uTbcs Ha TBOEH peanbHOH xu3HU. «LludpoBas pemyranus» — 3TO TBOM UMHJIK, KOTOPBIHA
dopmupyercs u3 uapopmanuu o tede B UnTepHere.

TBoe MecTo XUTeNnbCTBa, yueObl, TROE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa
¥ paccKasbl 0 OJIM3KMX — BCE TO HAKAIIJIMBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOiMKalMy JUYHON MH(pOpManuu B
WuTepHere, HE MOHUMAasi BO3MOXKHBIX MOCIEACTBUI. Thl 1ake HE CMOXKEIIb JOrafaTrbCsi O TOM,
4To (poTorpacdus, pazmelieHHas S5 JeT Ha3al, cTaja IPUUYMHON OTKa3a NPUHATH Te0s Ha paboTy.

KomMmenTapuu, pasmemenue TBoux ¢Gotorpaduii U apyrue JeHCTBUS MOTYT He
UCUE3HYTh Jak€ IIOCie TOro, Kak Thl MX yJalullb. Thl HE 3Haellb, KTO COXPAHUI 3Ty
uH(pOpMallKIO, ToNaJla JU OHAa B MOMCKOBBIE CUCTEMBI U COXpPaHWIACh JIU OHA, a TJIABHOE: YTO
HOIYMAIOT 0 TeOe OKpyXkarollee JI0U, KOTOpble HaiayT u yBuasaT 3T1o. Haiftu undopmarmro
MHOT'O JIET CITyCTSI CMOXKET JII00OM - Kak U3 JTOoOphIX MOOYXIEHUH, TaKk MU C HaMEpeHUEeM
OPUYUHUTE BpeZ. ITO MOKET OBITh KTO YTOJHO.

OchosHble cogembl no 3awume yugposoi penymayuu.

1. Tlopymaii, mpex/ie 4eM 4To-TO MyOJMKOBATh U NepeaBaTh y ceds B O10re WM B COLMATIbHOM
CeTH;

2. B HacTpoiikax mnpoduis yCTaHOBM OrpaHHYEHHUS Ha MPOCMOTP TBOEro Hpodwis U ero
COJIEP’)KUMOT0, CJIeNail ero TOJBKO «JUIsl IpYy3ei»;

3. He pa3memaili 1 He ykas3bplBail MHPOPMALMIO, KOTOpask MOXET KOro-Jnbo OCKOpOIATh MU
0o0MXaThb.

Aemopckoe npago

CoBpeMeHHbIE IIKOJIBHUKU — AaKTHBHBIE IOJb30BaTENM IMPPOBOTO IMPOCTPAHCTBA.
OpHako Aaneko He Bce 3HAIOT, YTO MOJIb30BAHHE MHOTMMH BO3MOKHOCTSIMHU IIM(POBOro MUpa
TpeOyeT coOII0IeHNsI PAaB HA UHTEIJIEKTYATbHYI0 COOCTBEHHOCTb.

TepmuH «HMHTEIEKTyaldbHasE COOCTBEHHOCTbY» OTHOCHTCA K DPA3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHH U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIYrd, M 3aKaHYMBasg KHHUramu, QortorpadusimMu, KUHOQWIBMaMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa — 3TO MIPaBa HAa MHTEJJICKTYAIbHYI0 COOCTBEHHOCTh Ha MTPOU3BEICHHUS
HayKH, JIUTEPATYpPbl U UCKyCCTBA. ABTOPCKHE ITpaBa BHICTYNAIOT B KAU€CTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJIeT HampacHBbIM, JacT €My CIpaBeIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAad, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.




HukTo 6e3 pa3pemieHns aBTopa HE MOXKET BOCIIPOM3BOIUTH €0 MPOU3BEICHNUE, PACTIPOCTPAHSATD,
nyOIMYHO JIEMOHCTPUPOBATH, MPOAABATh, WMIIOPTUPOBATH, MYCKATh B MPOKAT, MyOIMYHO
WCITOJTHATh, MTOKa3bIBATh/UCTIONIHATE B d(hupe nin pa3meniath B MlaTepHeTe.

Hcnonb30BaHNe «IHPATCKOTO» MPOTPAMMHOTO 00ECIICUECHUSI MOKET MPUBECTH K MHOTHM
pUCKaM: OT TOTEpPH JAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOEIO YCTPOWMCTBa, TIE
YCTaHOBJICHHBI HE JlerajibHas mporpamma. He cTouT Ttakke 3a0bIBaTh, YTO CYIIECTBYET
JeTajibHbIE U O€CIUIaTHBIE TPOTPAMMbI, KOTOPHIE MOKHO HAWTH B CETH.

O nopmane

Cemesuuok.pgh — TBOW TJABHBIH COBETYMK B CETH. 3/I€Ch Thl MOXCIIb Yy3HATh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM S3BIKOM, @ IIPU BO3HUKHOBEHUM KPUTUUYECKOU
CUTyaIlMu OOpaTUTHCSA 3a COBETOM. A Tak)Ke NMPHUHATh Y4acTHE B KOHKypCax W CTaTh CaMbIM
U(POBBIM TpaKTaHUHOM !
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